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How to setup Multifactor Authentication while accessing University Email

System

Login with the below Link and follow the Instructions given below in the Screen Shots.

https://outlook.office.com/mail/

Login with the University provided email address as mentioned below:

in Screenshot:1

8% Signin to your account

v
& G & httpsy/loginmicrosoftonline.com/common/oauth2/v2.0/authorizeclient

id=9199bf20-a13f-4107-85dc-02114787ef48&scope=https¥%3a

B Microsoft

< teststudent@rakmhsu.ac.ae
Enter password
password

2f%2foutlook.office.c

sm%2f default+ope... A

Figure 1: Microsoft Signing Page

B® Microsoft
teststudent@rakmhsu.ac.ae

Let's keep your account secure

We'll help you set up another way to verify it's you.

Figure 2:Enter the Email Address
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MFA - Using Microsoft Authenticator

Select the Sing-In Method as shown in the Screen shot below: Select Microsoft Authenticator

v B MySign-ins | Register | Microsoft X = - =} X

& G & hittpsy//mysignins.microsoft.com/registe 3 =

Add a sign-in method
Mrcrus“o(\ A\.‘lthe‘ntl:ator -

Hardware token

Q) Phone

Learn more about each method to help you ct

Figure 3:Select the Sighing method as Microsoft Authenticator

Select Microsoft Authenticator and click next and follow the screen shots

v My Sign-Ins | Register | Microsoft X ==

@
w

u
H
& O O httpsy//mysignins.microsoft.com/register

Install Microsoft Authenticator

_ceron = Gowmiosd on he
P GooglePlay @ App Store

Figure 4:Microsoft Authenticator
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Click next and follow the screen shots

& G & httpsy/mysignins.microsoft.com/register e

Set up your account in app

B

ed, allow notifications. Then add a
. and select Work or school

Figure 5:Notification setup

Scan the QR Code from your mobile Android / 10S to get your university email added to your phone
to get the notifications

~  B% Mysign-ins | Register | Microsoft X | 4= - a X

& O O httpsy//mysignins.microsoft.com/register G = 8 - Hon

Scan the QR code

Figure 6:Scan the QR Code

As soon as your University Email account is added to the Microsoft Authenticator you will receive
Notification as shown below, kindly add the number and approve the notification.
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v B® MySign-ns | Register | Microsoft X = - [a] X
& C @ https//mysignins.microsoft.com/register G = & - Do

Let's try it out

Figure 7:Notification sent to your Mobile

You can click on resend notification to get the new number as shown in the screenshot below.

~  B® MysSign-ins | Register | Microsoft X == > a X

& C O httpsy/mysignins.microsoft.com/registe G = & - Dyoa

Let's try it out

Figure 8:Resend Notification sent to your Mobile
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~ | B% Signinto your account x +

& G & httpsy/loginmicrosoftonline.com/common/SAS/ProcessAuth

B Microsoft
teststudent@rakmhsu.ac.ae
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

o HE

Figure 9:Signed In
In addition to the Multifactor Authentication, itis mandatory to register your Mobile number to get
the OTP to your mobile Number.

MFA - Using Mobile Number

To get started follow the screenshots below to register your mobile number, to register your mobile
number select the phone as shown in the screenshot below and follow the instructions.

e

Add a sign-in method

6 Microsoft Authenticator
' Approve sign-in requests or use one-time codes

Hardware token
E) Sign in with a code from a hardware token

% Phone
Get a call or text to sign in with a code

Learn more about each method to help you choose.

Figure 10:Select the Authentication method as Phone
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Select the Country as United Arab Emirates and Add your mobile number as shown in the
screenshot below.

v B% MySign-ins | Register | Microsof: X = = a X

- My chat

o
(13

& G O httpsy//mysignins.microsoft.com/registe

Add your phone number

Figure 11:Add your Mobile Number

Code will be sent to your mobile number, kindly enter the code sent to your mobile number

~  B% MySign-ins | Register | Microsoft X 4 = o X
& G O hitpsy/mysignins.microsoft.com/register Q=g -~ Qoa

Verify your phone number

Enter the code we sent to +91 9535400236,

Figure 12:Code sent to Mobile
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After entering the code your Multifactor Authentication will be successful as shown in the
screenshot below.

Set up complete

Figure 13:Successful MFA

How to download Microsoft Authenticator APP on |IOS Device
How do | download the Microsoft Authenticator App on iOS (Apple device)?

1. Open the App Store on your Apple device. Search for Microsoft Authenticator in the App
Store. Click Get next to the application called Microsoft Authenticator.

2:15 7

soft authenticato

G Authenticator ®
(D *

SCAN SE!( PRIVATE

QR codo for 2FA ! Browser with VPN

Figure 14:Microsoft Authenticator on 10S
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3. Once the application installs, it will indicate it has finished downloading.

2. Click Install.

Install

Figure 15:Install the APP

App Store

Figure 16:Installation Complete

How to download Microsoft Authenticator APP on Android Device

How do | download the Microsoft Authenticator App on Android? Open the Google Play Store on
your Android device. In the following image, it is at the bottom of the screen, second from the right,

with a multi-coloured triangle icon.
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Figure 17:Android APP

1. Search for Microsoft Authenticator in the Google Play Store app (the search baris at the
top of the screen when you open the app). In the suggestions below the search bar, tap on
the suggestion that says Microsoft Authenticator and that has an icon with a blue
background and white lock in the middle to the left of the text. If this suggestion does not
show, you can search for it manually in the Store and it should be the first app on the page.

<« microsoft authenticator] x

®
IEEEEEEEHEE
& 5 (51 ie £t 1) I BN 1S} e

& 51 1) i o 0 B 0

-8 0 8 -0 0111 R

W, Englich (US) B

Figure 18:Search for Microsoft Authenticator
2. Tap onthe Install button. It may show up as Get instead if this is your first download of the
app.

Microsoft
Authenticator
crosoft

Microzaft Corporation

aon 10M- -

A=

About this app =

Rate this app

Figure 19:Install the Microsoft Authenticator APP
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o

—~ Microsoft
o Authenticator

Microsaft Corporation

Uninstall oOpen

ads  Suggested for you

Figure 20:0pen Microsoft Authenticator
If you are already downloaded the Microsoft Authenticator on your Mobile Phone Proceed to

Make sure the Microsoft Authenticator Displays One-time password code shown below, if the code
is not visible, kindly remove the account >>> select work or school account and Re-Register with

university email account as shown below.

1% 4ES 88 - Ll 1 4ES 80

Authenticator 4+ Q e

RAK Medical & Hoalth Science.. o RAK Medical & Health
= > il © seogemloventy

e 1Gvakmhsu.ac.se >
@ N5or i requsst on your phone.
One-time password code

Figure 21: Authenticator Status on Mobile

For Support:

Email: it.support@rakmhsu.ac.ae
Phone: +971 7 2043126, +971 7 2043129, +971 7 2043261

Hours: Mon-Thu, 8:30-17:00 & Fri, 8:00-12:00
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